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DPDP Readiness Starts With Knowing Your Data

An executive guide to data visibility, discovery and the seven foundational data-protection principles

Most organisations begin their privacy journey by asking, "Are we DPDP compliant?" A better first question is: do we actually
know what personal data we hold, where it resides, why we use it, who has access to it, and how long we keep it?

Customer, employee, partner and prospect data rarely lives in one place. It is typically spread across business systems, people
systems, digital channels, cloud platforms and third parties — creating data sprawl that policies alone cannot manage. Visibility
has to come first.

THE EXECUTIVE PROBLEM
Where does personal data actually live?

PERSONAL DATA
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BUSINESS SYSTEMS PEOPLE SYSTEMS DIGITAL CHANNELS
CRM - ERP - Finance HR - Payroll - Recruitment Websites - Mobile apps
Customer support - Marketing Email - Collaboration Portals - Chat
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...and equally across the technology layer
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CLOUD & SAAS DATA PLATFORMS THIRD PARTIES
Cloud storage - SaaS apps Databases - Analytics Vendors - Processors
Data lakes - Al platforms Backups - Dev/Test Partners - Service providers

PERSONAL DATA SPRAWL

Data exists across many locations — visibility remains fragmented

The challenge is not simply collecting data. It is maintaining visibility across its complete lifecycle — primary systems, copies,
backups, analytics platforms, development environments, SaaS applications, third parties and increasingly Al-enabled services.

[ You cannot effectively protect, minimise, govern or delete data that you cannot identify.
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THE OPERATING MODEL
From data discovery to actionable governance

DISCOVER

What data exists? Where is it?

INVENTORY

What assets and repositories exist?

MAP

How does data move between systems?

CLASSIFY

What is sensitive, personal or critical?

GOVERN
Who owns it? What rules apply?

PROTECT

How should it be secured and retained?

MONITOR

What changed? What needs attention?
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U CONTINUOUS IMPROVEMENT

New data sources and risks feed back into Discover

DISCOVERY # GOVERNANCE
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Discovery provides visibility Governance turns visibility into action
Into data, systems, repositories, relationships and sensitivity Ownership, rules, access, retention and compliance decisions
across the organisation. — and it directs what discovery should focus on next.

Without discovery, governance lacks the insight to act. Without governance, discovery lacks the structure to become an
operating discipline. Together, they move an organisation from a documentation-led privacy programme toward a continuously
managed data environment.
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The seven foundational principles

Further Reading | 3

Privacy principles are not isolated compliance requirements — they operate across the full lifecycle of personal data, from

collection through to demonstrable accountability.

Principle

Executive question

What it means in practice

Transparency

Purpose

Minimisation

Accuracy

Retention

Integrity & confidentiality

Accountability

Can we explain why we use the data?

Why does this data exist?

Do we really need all of it?

Is it correct and current?

How long should we keep it?

Is it appropriately protected?

Can we demonstrate what we do?

Make processing understandable and keep practice aligned
with what we tell people.

Connect every personal data element to a defined, legitimate
business purpose.

Reduce unnecessary collection, duplication and data retained
beyond its purpose.

Maintain reliable information and enable corrections across
every relevant system.

Connect retention to purpose, genuine business need and
applicable requirements.

Apply protection proportionate to the sensitivity and risk of the
data.

Maintain evidence that privacy practice operates in reality, not
only on paper.

The lifecycle is continuous: collect — use — maintain — retain — protect — demonstrate — review. The objective is not to

satisfy a checklist once — it is to build a repeatable operating discipline for personal data.

Principles are a control test, not a values

statement

Each principle above translates directly into a control a
regulator, auditor or customer can test. "We believe in

transparency" is a value; "we can show every data element

mapped to a stated purpose” is a control.

One weak principle undermines the rest

Strong retention discipline means little if minimisation is weak.
The seven principles function as a system — the assessment
in the next section is designed to test all seven together, not in
isolation.
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From policy on paper to visibility in practice

The biggest privacy challenge is often not the absence of policies. It is the gap between what the policy says and what the data
environment actually does.

WHAT THE POLICY SAYS WHAT REALITY MAY CONTAIN
e Customer data is retained for X years THE CRM Backups Analytics SaaS
. . VISIBILITY
e Access is restricted GAP
. Email / Files Dev & Test Vendors Al Platforms
¢ Personal data is protected s

e Can we prove it?

POLICY # PROOF

Closing the gap requires visibility into the actual data environment — then connecting discovery and mapping to classification,
governance and controls.

Discovery Mapping Classification Governance Controls Monitoring
Where does data Where does it How sensitive is What rules apply? Are the rules Has anything
exist? flow? it? enforced? changed?

Pick any one of the policy statements your organisation makes to customers or employees today — a retention
period, an access restriction, a security commitment. Ask one simple follow-up: "if a regulator asked us to prove this
right now, could we, within a day?" The answer usually reveals more about privacy maturity than the policy document
itself.
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The five-question executive data visibility test

Before asking "are we DPDP ready?", ask these five questions first.

WHAT Do we know what personal data we hold?

v

Do we know where it resides and where it flows?

v

WHY Do we know why we collect and process it?

v

Do we know who can access or receive it?

v

Do we know how long it should be retained?

DATA VISIBILITY

If you cannot answer these confidently,
your privacy journey starts here

If several answers are "not sure," the next step may not be another policy — it may be better data visibility.

Better data visibility strengthens more than compliance: Privacy through clearer processing understanding; Security through
better identification of sensitive information; Risk Management through improved data-risk visibility; Data Governance through
clearer ownership; Third-Party Risk through better understanding of external data flows; and Al Governance through greater
visibility into the data Al and analytics systems actually use.

DPDP readiness does not start with a policy.
It starts with visibility.

Know your data. Know why you have it. Know where it goes. Know who can access it. Know how long you
need it. Protect it appropriately. Demonstrate what you are doing.

Where C3GEEK starts every engagement Next in this series

A structured data discovery and readiness assessment — Series 02 covers Mapping: building a complete, living view of
answering the five questions above with evidence, not personal data, processing activity and data flows across the
assumption, before a single policy is drafted. organisation.
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Advisory

This material is intended for general awareness and executive discussion. It is not legal advice or a legal interpretation of the Digital Personal Data Protection Act or related rules.



